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Introduction

Cancer is one of the leading causes of death worldwide. It is 
estimated that there will be 27.5 million new cases and 16.5 
million cancer deaths per year by 2040. Effective tests for 
cancer early detection, treatment response monitoring, and 
prognosis will greatly improve the patient outcome and 
reduce mortality. Liquid biopsy detects circulating cancer 
biomarkers in body fluids, such as blood, urine, and saliva. 
It is a non-invasive or minimally invasive test, provides 
additional information to complement medical imaging 
and tissue biopsy, allows sequential monitoring of cancer 
development, and, therefore, has shown great promise 
in cancer screening, diagnosis, precision medicine, treat-
ment response evaluation, and prognosis.1,2 Unfortunately, 
current circulating biomarkers, such as carcinoembryonic 

antigen (CEA) and prostate-specific antigen (PSA), are not 
sensitive and specific, and thus have limited diagnostic 
value.

Recently, exosomes (also known as small extracellular 
vesicles) have received wide attention as a new type of bio-
marker for cancer diagnosis. Exosomes are nanovesicles (40–
160 nm) secreted by cells into extracellular environments.3 
The generation of exosomes starts with the inward budding 
of cell membrane to form intraluminal vesicles (ILVs) in 
early endosomes, which then become multivesicular bod-
ies (MVBs). MVBs fuse with the cell membrane and release 
exosomes (Figure 1). Exosomes exist in all types of body 
fluids, such as blood, urine, breast milk, ascites, and saliva. 
The major function of exosomes is to transfer biomolecules 
including proteins, DNAs, RNAs, and lipids from parent 
cells to recipient cells for cell–cell communication.
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Abstract
Cancer liquid biopsy detects circulating biomarkers in body fluids, provides 
information that complements medical imaging and tissue biopsy, allows 
sequential monitoring of cancer development, and, therefore, has shown great 
promise in cancer screening, diagnosis, and prognosis. Exosomes (also known 
as small extracellular vesicles) are cell-secreted, nanosized vesicles that transport 
biomolecules such as proteins and RNAs for intercellular communication. 
Exosomes are actively involved in cancer development and progression and have 
become promising circulating biomarkers for cancer liquid biopsy. Conventional 
exosome characterization methods such as quantitative reverse transcription 
polymerase chain reaction (qRT-PCR) and enzyme-linked immunosorbent assay 
(ELISA) are limited by low sensitivity, tedious process, large sample volume, and 
high cost. To overcome these challenges, new biosensors have been developed to 
offer sensitive, simple, fast, high throughput, low sample consumption, and cost-
effective detection of exosomal biomarkers. In this review, we summarized recent 
advances in nanotechnology-enabled biosensors that detect exosomal RNAs 
(both microRNAs and mRNAs) and proteins for cancer screening, diagnosis, and 
prognosis. The biosensors were grouped based on their sensing mechanisms, 
including fluorescence-based biosensors, colorimetric biosensors, electrical/
electrochemical biosensors, plasmonics-based biosensors, surface-enhanced 

Raman spectroscopy (SERS)-based biosensors, and inductively coupled plasma mass spectrometry (ICP-MS) and photothermal 
biosensors. The future directions for the development of exosome-based biosensors were discussed.
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vesicles) play important roles in cancer initiation, 
progression, metastasis, and drug resistance, and 
therefore, exosomes have emerged as promising 
biomarkers for cancer liquid biopsy. Conventional 
exosome characterization methods such as qRT-
PCR and ELISA are limited by low sensitivity, tedi-
ous process, large sample volume, and high cost. 
Developing new biosensors to offer sensitive, sim-
ple, fast, low sample consumption, and cost-effec-
tive detection of exosomal biomarkers addresses an 
urgent need in the field of cancer liquid biopsy. We 
summarized recent advances in nanotechnology-
enabled biosensors that detect exosomal RNAs 
and proteins for cancer screening, diagnosis, and 
prognosis. This review provides useful information 
for readers who are interested in exosome-based 
cancer liquid biopsy and bionanotechnologies.
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Emerging evidence has indicated that exosomes actively 
participate in tumorigenesis and regulate tumor growth, 
angiogenesis, immune modulation, metastasis, and drug 
resistance, and therefore, they have become new and potent 
biomarkers for cancer liquid biopsy.4–6 Among various car-
goes of exosomes, exosomal RNAs and proteins have been 
widely investigated as biomarkers for cancer liquid biopsy. 
Exosomal RNAs are typically quantified by conventional 
methods such as quantitative reverse transcription polymer-
ase chain reaction (qRT-PCR), microarrays, and next-gener-
ation sequencing. The expression of exosomal proteins is 
usually measured by enzyme-linked immunosorbent assay 
(ELISA), western blotting, immunobead-based flow cytom-
etry, and mass spectrometry. However, these techniques 
have low sensitivity and are tedious, labor-intensive, expen-
sive, and time-consuming, which limit their clinical utility. 
To overcome these limitations, new biosensors have been 
developed as alternative technologies for exosome charac-
terization. These biosensors offer sensitive, simple, fast, high 
throughput, and cost-effective detection of exosomal RNAs 
and proteins. For example, a lipid-polymer hybrid nanopar-
ticles containing catalyzed hairpin DNA circuits (CLPHN-
CHDC) biochip was 25-fold more sensitive than qRT-PCR in 
detecting exosomal glypican 1 (GPC1) mRNA for pancreatic 
cancer diagnosis.7 An immuno-cationic lipoplex nanoparti-
cles (iCLN) biochip had 100-fold higher sensitivity than qRT-
PCR in detecting miR-21 in epidermal growth factor receptor 
(EGFR) expressing exosomes for lung cancer diagnosis.8 
Besides, the iCLN biochip required a lower sample volume 
(30 μL versus 200 μL) and had a much shorter assay time  

(4 h versus 24 h). An exosome-templated nanoplasmonic 
assay and a surface-enhanced Raman spectroscopy (SERS)-
based aptasensor offered >1000-fold and >500-fold higher 
sensitivity than ELISA in detecting exosomal EpCAM and 
exosomal CD63, respectively.9,10 Compared with conventional 
techniques, new biosensors typically consume small volume 
of samples and have miniaturized and compact design, 
which enable their quick adaption to clinical settings. To date, 
many biosensors have demonstrated their great potential as 
cancer in vitro diagnostic tests. In this review, we introduce 
recent advances in nanotechnology-enabled biosensors that 
detect exosomal RNAs (Table 1) and proteins (Table 2) for 
cancer screening, diagnosis, and prognosis. The nanotech-
nology-enabled biosensors were categorized based on sens-
ing mechanisms, including fluorescence-based biosensors, 
colorimetric biosensors, electrical/electrochemical biosen-
sors, plasmonics-based biosensors, SERS-based biosensors, 
and inductively coupled plasma mass spectrometry (ICP-MS) 
and photothermal biosensors. Non-nanotechnology-enabled 
biosensors and technologies developed for exosome isolation 
and purification are not included in this review.

Nanotechnology-enabled biosensors 
for exosomal RNA detection

Fluorescence-based biosensors for exosomal RNA 
detection

Fluorescence-based biosensors offer highly sensitive, sim-
ple, and fast detection of exosomal RNAs, including both 

Figure 1.  Exosome biogenesis and secretion. Exosomes are formed by inward budding of cell membrane to form intraluminal vesicles in early endosomes, which 
then develop into multivesicular bodies (MVB). MVB fuse with cell membrane and release exosomes. (Reprinted from Kalluri et al.3 ©2020 American Association for 
the Advancement of Science.) Inset: a CryoTEM image of an exosome in the blood of a lung cancer patient. (Reprinted from Wu et al.11 ©2013 American Chemical 
Society.) (A color version of this figure is available in the online journal.)
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mRNAs and microRNAs (miRs), for cancer diagnosis. We 
developed a tethered cationic lipoplex nanoparticles (tCLN) 
biochip to capture exosomes and in situ detect exosomal 
RNAs for lung cancer diagnosis (Figure 2(a)).11 In the tCLN 
biochip, molecular beacons (MBs), which are sensing probes 
for RNAs, were encapsulated within the CLN and tethered 
to the biochip surface. The positively charged tCLN cap-
tured negatively charged exosomes through electrostatic 
interaction. The CLN-exosome fusion led to the binding of 
MBs to target RNAs, which restored the fluorescence sig-
nals from MBs. These fluorescence signals were recorded 
by total internal reflection fluorescence (TIRF) microscopy 
and converted to the levels of exosomal RNAs. The tCLN 
biochip detected significant differences in the levels of exo-
somal miR-21, miR-25, miR-155, miR-210, and miR-486 in 
serum samples from lung cancer patients (n = 71) than nor-
mal controls (n = 17).11,12 The tCLN assay also detected signif-
icantly higher levels of exosomal thyroid transcription factor 
1 (TTF-1) mRNA and transketolase 1 (TKTL-1) mRNA in 
plasma samples from lung cancer patients (n = 78) than those 
from healthy controls (n = 40) and patients with benign lung 
nodules (n = 38).13 Using exosomal alphafetoprotein (AFP) 
mRNA and glypican 3 (GPC3) mRNA as the biomarkers, 

the tCLN assay distinguished liver cancer patients (n = 40) 
from normal controls (n = 38) with an accuracy of 99.5%.14 
With exosomal miR-21 and miR-10b as biomarkers, the tCLN 
assay differentiated pancreatic cancer patients (n = 36) from 
normal controls (n = 65) with an accuracy of 79.1%.15

We and others have further developed the tCLN assay to 
improve its sensing performances.7,16,17 Hu et al.7 developed 
a CLPHN-CHDC biochip in which cationic lipid-polymer 
hybrid nanoparticles (CLPHN) replaced CLN, and two cata-
lyzed hairpin DNA circuits (CHDC) replaced MBs to achieve 
signal amplification and thus allow for the quantification of 
RNAs with low copy numbers. Using exosomal GPC1 mRNA 
as the biomarker, the CLPHN-CHDC biochip identified pan-
creatic cancer patients (n = 118) from healthy controls (n = 60) 
and patients with benign pancreatic disease (n = 15) with 
100% accuracy. The CLPHN-CHDC biochip offered 25-fold 
higher sensitivity than qRT-PCR. Zhou et al.16 developed a 
high-throughput tCLN assay to process up to 384 samples 
per assay. Besides, after the measurement of exosomal RNAs 
was completed, fluorescent dye AF-647 labeled programmed 
death ligand-1 (PD-L1) antibodies were applied to detect 
exosomal PD-L1 expression, enabling the simultaneous 
detection of exosomal RNAs and proteins. A deep learning 

Figure 2.  Sensing mechanisms of two representative fluorescence-based biosensors for exosomal RNA detection. (a) Sensing mechanism of tethered cationic 
lipoplex nanoparticles (tCLN) biochip in detecting exosomal RNAs. tCLN captured exosomes through electrostatic interaction. The fusion of exosomes with tCLN 
allowed the binding between molecular beacons and exosomal RNAs and thus restored the fluorescence signals from molecular beacons, which were detected by 
the total internal reflection fluorescence (TIRF) microscopy. (Reprinted from Liu et al.12 ©2020 Frontiers.) (b) Sensing mechanism of nanoflares-based thermophoretic 
biosensor in detecting exosomal RNAs. After nanoflares were internalized inside exosomes, the hybridization of recognition sequences with target microRNAs 
released Cy5 reporter flare and restored fluorescence signals. Then laser irradiation was applied to enable thermophoretic enrichment of exosomes to amplify 
fluorescence signals. (Reprinted from Zhao et al.19 ©2020 American Chemical Society.) (A color version of this figure is available in the online journal.)
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algorithm was used to perform image analysis and quantify 
the expression of exosomal biomarkers from each individ-
ual exosome. Significantly higher levels of exosomal PD-L1 
mRNA, miR-21 and PD-L1 protein were observed in plasma 
samples from lung cancer patients (n = 34) than normal con-
trols (n = 35). To further improve the detection efficiency of 
the tCLN assay, we developed a microfluidic CLN (mCLN) 
assay to realize ultrafast detection of exosomal RNAs for 
lung cancer diagnosis.17 In the mCLN assay, a micromixer 
biochip was used to effectively mix exosomes and CLN, 
which facilitated the fusion between exosomes and CLN 
and enabled the detection of exosomal RNAs in 10 min. The 
mCLN assay detected significantly higher expression of exo-
somal miR-21 and TTF-1 mRNA in serum samples from lung 
cancer patients (n = 10) than normal controls (n = 5).

Since all cells release exosomes, capturing tumor-derived 
exosomes (TEXs) from all other exosomes and detecting TEX 
biomarkers improve the sensitivity and specificity of can-
cer diagnosis. To achieve this goal, we advanced the tCLN 
biochip to the second generation, the immuno-CLN (iCLN) 
biochip.8 In the iCLN biochip, antibodies against tumor asso-
ciated proteins such as EGFR and PD-L1 were immobilized 
on the biochip surface to capture TEXs that express EGFR 
and PD-L1. Then, CLN containing molecular beacons were 
applied to detect TEX miR-21 and TTF-1 mRNA. The limit 
of detection (LOD) of iCLN biochip was 106 exosomes/mL, 
which was 100-fold higher than qRT-PCR. The iCLN bio-
chip detected significantly higher levels of EGFR-expressing 
exosomal miR-21/TTF-1 mRNA and PD-L1-expressing exo-
somal miR-21/TTF-1 mRNA in serum samples from lung 
cancer patients (n = 20) than normal controls (n = 10), diag-
nosing lung cancer with 100% accuracy.

He et al.18 developed a DNA nanotechnology-based sin-
gle exosome imaging assay. In this assay, a split DNAzyme 
probe (SDP) was used for exosomal miR-21 detection. The 
SDP consisted of two inactive DNAzymes and a ribonu-
cleobase-modified molecular beacon as the substrate for the 
DNAzymes. With streptolysin O treatment, the SDP entered 
exosomes and was activated by its hybridization with tar-
get miR-21. The activated SDP catalyzed the cleavage of the 
molecular beacon in the presence of Mg2+ ions. Strong fluo-
rescence signals were thus generated and captured by TIRF 
microscopy. Single exosome analysis was then performed to 
measure exosomal miR-21 expression. The LOD of this assay 
was 378 copies/μL, and the linear range was from 3 × 107 to 
1010 exosomes/mL. Higher levels of exosomal miR-21 were 
detected in serum samples from melanoma (n = 3), breast 
cancer (n = 3), and cervical cancer (n = 3) patients compared 
with normal controls (n = 3). Reduced exosomal miR-21 lev-
els were observed in the serum samples of these patients 
after the clinical treatment. These results demonstrate the 
potential clinical utility of this single exosome imaging assay 
in cancer diagnosis and treatment response monitoring.

Zhao et al.19 reported a nanoflares-based thermophoretic 
biosensor to detect exosomal microRNAs for breast cancer 
diagnosis (Figure 2(b)). In this assay, nanoflares were first 
prepared by modifying gold nanoparticles with Cy5-labeled 
DNA reporter sequences and recognition sequences that are 
complementary to target microRNAs. After the nanoflares 
diffused into exosomes, the hybridization of microRNAs 

with recognition sequences released Cy5-DNA reporter 
sequences from the gold nanoparticles and thus restored 
Cy5 fluorescence signals. Localized laser irradiation was 
then used to thermophoretically enrich exosomes labeled 
with nanoflares to amplify the fluorescence signals for sen-
sitive detection of exosomal microRNAs. The LOD of this 
assay was 0.36 fM and the linear range was from 0.17 to 170 
fM. The expression of a panel of four exosomal microRNAs 
(miR-375, miR-221, miR-210, and miR-10b) was measured 
in serum samples from breast cancer patients (n = 17) and 
normal controls (n = 12). Among these biomarkers, exosomal 
miR-375 showed the highest diagnostic accuracy (90%) in 
detecting breast cancer.

Electrical and electrochemical biosensors for 
exosomal RNA detection

With the miniaturization of electrodes and the incorporation 
of nanotechnologies, electrical and electrochemical biosen-
sors have emerged as potent in vitro diagnostics for cancer. 
Taller et al.20 developed an ion-exchange nanomembrane–
based electrical biosensor that enabled exosome on-chip 
lysis and exosomal microRNA detection. Exosomes were 
first lysed through the application of surface acoustic waves. 
The released exosomal RNAs were driven through the pores 
of an ion-exchange nanomembrane by an electric field. To 
realize the exosomal miR-550 detection, sensing probes were 
functionalized on the surface of an ion-exchange nanomem-
brane. The capture of miR-550 changed the current-voltage 
characteristic dramatically and allowed the quantification 
of miR-550 expression. The LOD of this assay in detecting 
exosomal miR-550 from PANC1 pancreatic cancer cells was 
2 pM with two decades of linear range. It was found that the 
concentration of miR-550 in PANC1 exosomes was 13 pM, 
that is, ~14 copies of miR-550 per exosome.

DNA nanotechnologies have been integrated with elec-
trochemical sensing for exosomal microRNA detection. Liu 
et al.21 developed a tetrahedral DNA nanolabel-based elec-
trochemical (eTDN) sensor for exosomal miR-21 detection. 
The TDN first partially hybridized with miR-21, and then 
hybridized with peptide nucleic acid (PNA) probes on the 
gold electrode surface to form TDN-miR-PNA complexes. 
In the presence of RuHex cations, electrochemical signals 
were measured to quantify the expression of miR-21. The 
eTDN sensor showed LOD of ~34 aM and the linear range 
of 100 aM to 1 nM. It detected significantly higher expres-
sion of exosomal miR-21 in 500 μL plasma samples from 
breast cancer patients (n = 10) than normal controls (n = 10). 
Zhang et al.22 and Yang et al.23 developed DNA strand dis-
placement reaction (SDR)-based electrochemical sensors to 
detect exosomal microRNAs. In the electrochemical bio-
sensor developed by Zhang et al.,22 as shown in Figure 3, 
the DNA walkers first partially hybridized with the cap-
ture probes (L-Cp) immobilized on magnetic beads to form 
DNA walker-L-Cp-magnetic bead complexes. The addition 
of miR-21 initiated DNA SDR and released DNA walkers. 
After magnetic separation, the DNA walkers were applied 
to the DNA tracks, which were built by immobilizing meth-
ylene blue–modified hairpin probes 1 (MB-H1) on a gold 
electrode. After the DNA walkers hybridized with the 
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MB-H1, ferrocene-labeled hairpin probes 2 (Fc-H2) were 
added to hybridize with MB-H1 through DNA SDR and ini-
tiate the walking of DNA walkers along the DNA tracks. 
The hybridization of Fc-H2 with MB-H1 brought ferrocene 
close to the surface of the gold electrode, and thus generated 
detectable electrochemical signals. This biosensor measured 
electrochemical signal ratios of ferrocene and methylene 

blue (reference), which were converted to the expression 
of exosomal miR-21. The LOD for miR-21 detection was 67 
aM. The biosensor was regenerative, offering stable sensing 
performance for at least 5 cycles. The biosensor detected 2.5-
fold higher levels of exosomal miR-21 in serum samples from 
breast cancer patients than normal controls, demonstrating 
its potential clinical applications in breast cancer diagnosis. 

Figure 3.  Sensing mechanism of the DNA strand displacement reaction–based electrochemical biosensor in detecting exosomal miR-21 for breast cancer diagnosis. 
miR-21 was extracted from exosomes isolated from serum. Locked nucleic acid–modified capture probes (L-Cp) were conjugated on the surface of magnetic beads. 
DNA walkers partially hybridized to L-Cp to form DNA walker-L-Cp-magnetic bead complexes. In the presence of miR-21, L-Cp hybridized with miR-21 and the 
DNA walkers were released into the solutions. DNA walkers were then extracted using magnetic separation and applied to DNA tracks, which were made from gold 
electrodes. After DNA walkers bound to MB-H1 probes immobilized on the surface, Fc-H2 probes were added to hybridize with MB-H1 probes and initiate the walking 
of DNA walkers along the track. The approach of Fc-H2 probes to the surface led to the increase of electrochemical signals from Fc. The electrochemical signal ratio 
of Fc and MB was measured and used to characterize the expression of exosomal miR-21. (Reprinted from Zhang et al.22 ©2017 Elsevier B.V.) (A color version of this 
figure is available in the online journal.)
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In the electrochemical sensor developed by Yang et al.,23 the 
electrode was prepared by depositing gold nanoparticles on 
the graphene-coated conductive carbon fiber paper, which 
provided a large, three-dimensional, and highly sensitive 
sensing surface. Hairpin DNA capture probes were conju-
gated on the surface of the electrode to capture microRNA 
targets. After the hybridization of microRNA targets with 
hairpin DNA capture probes, a Zr metal-organic framework 
(Zr-MOF) loaded with DNA detection probes (complemen-
tary to capture probes) and electroactive dyes was added to 
initiate DNA SDR and generate electrochemical signals. This 
paper-based electrochemical sensor simultaneously detected 
exosomal miR-155 and miR-21 with an LOD of 33.4 aM and 
23.1 aM, respectively. The linear range of this assay was 1 
fM to 0.4 μM. Significantly higher levels of exosomal miR-
155 and miR-21 were detected in plasma samples from lung 
cancer patients (n = 8) than normal controls (n = 5), demon-
strating the feasibility of this electrochemical sensor in lung 
cancer diagnosis.

Plasmonics-based biosensors for exosomal RNA 
detection

Plasmonic sensors are highly sensitive and label-free 
approaches for the detection of exosomal microRNAs. A 
localized surface plasmon resonance (LSPR)-based nano-
plasmonic biosensor was developed by Joshi et al.24 to detect 
exosomal miR-10b for pancreatic cancer diagnosis. Gold nan-
oprisms with ~40 nm edge length were first covalently bound 

on the surface of a salinized glass substrate. Then the surface 
of gold nanoprisms was functionalized with single-stranded 
DNAs (ssDNAs) complementary to miR-10b. The binding of 
miR-10b to ssDNAs formed DNA duplexes, which increased 
the local refractive index and shifted the LSPR dipole peak 
to higher wavelengths. The wavelength shift was measured 
and converted to the expression of miR-10b. The LOD of the 
biosensor was 83.2 aM. The biosensor was regenerative and 
provided uncompromised detection sensitivity for at least 
five hybridization/de-hybridization cycles of miR-10b over 
a 5-day period. The biosensor detected significantly higher 
expression of miR-10b in exosomes from patients with pan-
creatic ductal adenocarcinoma (n = 3) than those from nor-
mal controls (n = 3) and chronic pancreatitis patients (n = 3), 
providing a new approach for pancreatic cancer diagnosis.

Wu et  al.25 developed a surface plasmon resonance 
imaging (SPRi)-based biosensor for multiplex detection of 
exosomal microRNAs for lung cancer diagnosis. As shown 
in Figure 4, a DNA tetrahedral framework (DTF) was 
assembled and attached to the surface of the SPRi biochip. 
Exosomal microRNAs were captured by ssDNAs modified 
on the surface of silver nanocubes (AgNC). Then the micro-
RNA-AgNC complexes were applied on the SPRi biochip 
to interact with DNA DTF and form DNA DTF- microRNA-
AgNC complexes. Finally, gold nanoparticles were added to 
form Au-on-Ag heterostructures, which amplified the SPR 
signals for sensitive detection of microRNA targets. The SPRi 
biosensor had an LOD of 1.68 fM and a linear range of 2 fM 
to 20 nM. Significantly higher levels of exosomal miR-21, 

Figure 4.  Sensing mechanism of a surface plasmon resonance imaging (SPRi) biosensor for multiplex detection of exosomal microRNAs. (a) A DNA tetrahedral 
framework (DTF) was prepared by self-assembly and attached to the surface of the SPRi biochip. (b) Single-strand DNA L1-modified silver nanocubes (L1@
AgNC) were prepared. (c) MicroRNA and L1@AgNC are then applied onto the SPRi biochip to form DNA DTF-microRNA-AgNC complexes. Finally, single-strand 
DNA L2-modified gold nanoparticles (L2@AuNP) and single-strand DNA L1-modified gold nanoparticles (L1@AuNP) were sequentially added to form Au-on-Ag 
heterostructures, which amplified the SPR signals for sensitive detection of microRNA targets. (d) The workflow of SPRi assay. Exosomes were isolated from serum 
samples via centrifugation. Trizol was used to extract microRNAs from exosomes. The expression of microRNAs was measured by the SPRi assay. (Reprinted from 
Wu et al.25 ©2020 Elsevier B.V.) (A color version of this figure is available in the online journal.)
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miR-378, miR-200, and miR-139 were detected in plasma 
samples from lung cancer patients (n = 5) than normal con-
trols (n = 5), demonstrating the potential application of the 
SPRi biosensor in lung cancer diagnosis.

SERS-based biosensors for exosomal RNA 
detection

SERS offers molecular fingerprint specificity and high 
sensitivity, making it an attractive approach to detect a 
trace amount of exosomal microRNAs in complex clinical 
samples. Pang et al.26 reported a dual-SERS biosensor for 
one-step and one-pot analysis of exosomal miR-10b for diag-
nosing pancreatic cancer (Figure 5). In this assay, Fe3O4@
Ag-DNA was first conjugated with SERS tags, that is, Au@
Ag@DNTB (5,5-dithiobis-2-nitrobenzoic acid) to prepare 

Fe3O4@Ag-SERS tags. Exosomal miR-10b was then added 
to hybridize with the DNA probe of the Fe3O4@Ag-SERS 
tags. Then a duplex-specific nuclease (DSN) was added to 
cleave the DNA probe and release the SERS tags and miR-
10b. The dissociation of SERS tags from Fe3O4@Ag attenu-
ated SERS signals. The released miR-10b could bind to the 
DNA probe of another Fe3O4@Ag-SERS tags and the cycle 
could be repeated to enable signal amplification. The LOD 
of this assay was 1 aM and the linear range was 2 aM to 100 
pM. Significantly higher levels of exosomal miR-10b were 
detected in plasma samples from patients with pancreatic 
ductal adenocarcinoma (n = 5) than in chronic pancreatitis 
patients (n = 5) and normal controls (n = 5).

Lee et al.27 developed an SERS biosensor based on plas-
monic head-flocked gold nanopillars to detect exosomal 
microRNAs for breast cancer diagnosis. The surface of 

Figure 5.  Sensing mechanism of dual-SERS biosensor for exosomal miR-10b detection for pancreatic cancer diagnosis. (a) Fe3O4@Ag-SERS tags were prepared by 
conjugating Fe3O4@Ag-DNA-biotin with SERS-tag-streptavidin (i.e. Au@Ag@DNTB-streptavidin). (b) In the presence of miR-10b and duplex-specific nuclease (DSN), 
SERS tags were continuously cleaved from Fe3O4@Ag and resulted in the reduction of SERS signals. (Reprinted from Pang et al.26 ©2019 Elsevier B.V.) (A color 
version of this figure is available in the online journal.)
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head-flocked gold nanopillars was first modified with locked 
nucleic acid (LNA) capture probes. After the capture of exo-
somal microRNAs, Cy3-labeled LNA detection probes were 
added to form LNA capture probe/exosomal microRNA/
Cy3-LNA detection probe complexes. The formation of such 
complexes reduced the gap between nanopillars to <10 nm, 
greatly increased the coupling of local surface plasmons, 
created sensing hot spots, and thus generated strong Cy3 
signals. This assay detected miR-21, miR-222, and miR-200c 
in exosomes derived from multiple breast cancer cell lines 
corresponding to luminal (MCF-1, BT474), HER2+ (SKBR3, 
AU565), and triple-negative (MDA-MB-231 and HCC1143) 
subtypes. The LOD of this assay was 1 aM and the linear 
range was 1 aM to 100 pM.

Nanotechnology-enabled biosensors 
for exosomal protein detection

Fluorescence-based biosensors for exosomal 
protein detection

The fluorescence-based sensing mechanism is the most 
widely used strategy for the detection of exosomal proteins. 
Huang et al.28 developed a homogeneous, low-volume, effi-
cient, and sensitive exosomal programmed death-ligand 1 
(PD-L1) detection assay (HOLMES-ExoPD-L1) for cancer diag-
nosis. MJ5C aptamer, a small 33-nt hairpin DNA sequence, 
was first developed to offer high binding affinity with PD-L1 
protein. After the capture of exosomes expressing PD-L1 by 
Cy5-labeled MJ5C aptamers, an infrared laser was shed on 
the sample to create a micrometer-sized temperature gradi-
ent. Thermophoresis was used to drive free aptamer away 
from the hot spot, and therefore, the fluorescent signals were 
mainly from exosome-aptamer complexes that remained in 
the hot spot. The HOLMES-ExoPD-L1 assay showed an LOD of 
17.6 pg/mL, which was 11-fold higher than ELISA, and the 
linear range from 0 to 353.8 pg/mL. The HOLMES-ExoPD-L1 
assay effectively distinguished cancer patients (n = 34) from 
healthy controls (n = 22) with high accuracy (area under the 
curve [AUC] = 0.999).

Fluorescence quench and fluorescence resonance energy 
transfer (FRET) were utilized to improve detection sensi-
tivity and specificity. Jin et al.29 presented an exosome-ori-
ented, aptamer nanoprobe-based profiling (ExoAPP) assay 
for exosome surface protein profiling. Quenched aptamer/
graphene oxide nanoprobes were prepared by attaching 
fluorescent dye-labeled aptamers onto the graphene oxide 
surface. After the binding with exosomal protein targets, 
aptamers were released from the graphene oxide and their 
fluorescence signals were restored. Deoxyribonuclease I 
(DNase I) was used to cut the aptamers from the exosome 
surface to recycle exosomes and thus amplify the fluores-
cence signals. The LOD of the ExoAPP assay was 1.6 × 105 
exosomes/mL, and the linear range was from 1.6 × 105 to 
1.6 × 108 exosomes/mL. The protein profiling capability of 
the ExoAPP assay was demonstrated by detecting CD63, 
EpCAM, CEA, PTK-7, AFP, PSMA, and PDGF on exosomes 
from five cell lines, including HepG2, MCF-7, MCF-10A, 
SGC7901, and Hela. The ExoAPP assay detected significantly 
higher levels of exosomal CD63, EpCAM, and PSMA levels 

in serum samples from prostate cancer patients (n = 8) than 
normal controls (n = 6), demonstrating the feasibility of pros-
tate cancer diagnosis. Zhu et al.30 reported the quantum dot 
(QD) FRET-based aptasensor for exosomal EpCAM detec-
tion. QD, gold nanoparticles, and EpCAM aptamers were 
conjugated on Fe3O4 nanoparticles to generate the FRET 
nanoprobes. When EpCAM aptamers bound with exosomes, 
the FRET signal was turned on to allow the quantification of 
exosomal EpCAM expression. The LOD of this aptasensor 
was 13 exosomes/mL. Significantly higher levels of exoso-
mal EpCAM were observed in serum samples from cancer 
patients (n = 12, including lung cancer, breast cancer, liver 
cancer, and thymic carcinoma) than normal controls (n = 6).

Various signal amplification methods have been applied 
to improve the sensitivity and specificity. Zhang et al.31 used 
photonic crystals to achieve fluorescent signal amplification. 
In this assay, quantum dots conjugated with GPC1 antibod-
ies (anti-GPC1/QD) were used to label exosomes expressing 
GPC1. After the removal of free anti-GPC1/QD, the sample 
was applied to the biochip coated with photonic crystals to 
enable fluorescent signal amplification. This assay success-
fully detected the expression of GPC1 in exosomes derived 
from Panc-1 cells, demonstrating its potential application 
in pancreatic cancer diagnosis. The LOD of this assay was 
5 × 108 exosomes/mL and the linear range was from 107 to 
109 exosomes/mL.

DNA nanotechnologies have been applied to enable 
fluorescence signal amplification and thus allow sensitive 
detection of exosomal proteins. Li et al.32 developed a homo-
geneous magneto-fluorescent exosome (hMFEX) nanosensor 
for breast cancer diagnosis (Figure 6). In the hMFEX assay, 
exosomes expressing GPC1 were first captured by GPC1 
antibody-functionalized magnetic beads. Extended CD63 
aptamers were added to form magnetic bead-exosome-
aptamer complexes. The complexes were then mixed with 
three DNA hairpins. The extended terminus of the CD63 
aptamers served as the toehold to trigger the toehold-
mediated strand displacement (TMSD) reaction among the 
DNA hairpins, which produced DNA three-way junctions 
(TWJs). Finally, tertiary amine-containing tetraphenylene 
(TPE-TA) and graphene oxide (GO) were introduced to gen-
erate fluorescence signals from DNA TWJs, which were con-
verted to the expression of exosomal GPC1. The LOD of the 
hMFEX nanosensor was 6.56 × 107 exosomes/mL and the 
linear range was from 7.8 × 107 to 3.9 × 1012 exosomes/mL. 
Exosomal GPC1 measured by the hMFEX nanosensor distin-
guished breast cancer patients (n = 37) from normal controls 
(n = 10) with a sensitivity of 86.11%, specificity of 90%, and 
an AUC of 0.95.

Shi et al.33 used a DNA hybridization chain reaction to 
amplify fluorescent signals from an aptasensor, enabling sen-
sitive detection of exosomal CD63 for liver cancer diagno-
sis. The CD63 antibodies were first modified on the surface 
of magnetic nanoparticles to capture the exosomes. Then 
probe 1 consisted of a CD63 aptamer sequence and a trigger 
sequence was added to bind to the surface of exosomes via 
the CD63 aptamer sequence. The trigger sequence was then 
hybridized with two FAM-labeled probes (probes 2 and 3). 
This hybridization chain reaction generated strong fluores-
cence signals and allowed sensitive detection of exosomal 
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Figure 6.  Sensing mechanism of the hMFEX nanosensor. (a) Exosomes expressing GPC1 were captured by GPC1 antibody conjugated magnetic beads and 
subsequently bound with extended CD63 aptamers, forming the magnetic bead-exosome-aptamer complexes. (b) The complexes were mixed with three DNA 
hairpins to trigger a toehold-mediated strand displacement (TMSD) reaction among the DNA hairpins and produced DNA three-way junctions (TWJs). Tertiary amine-
containing tetraphenylene (TPE-TA) and graphene oxide (GO) were added to generate fluorescence signals from DNA TWJs, allowing the quantification of exosomal 
GPC1 expression. (Reprinted from Li et al.32 ©2020 American Chemical Society.) (A color version of this figure is available in the online journal.)
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CD63 with an LOD of 100 exosomes/mL and a linear range 
of 103–107 exosomes/mL. This assay detected higher exoso-
mal CD63 levels in liver cancer patients (n = 6) compared to 
normal controls (n = 8).

Huang et al.34 reported a branched rolling circle ampli-
fication (BRCA)-based aptasenor to detect exosomal 
Mucin 1 (MUC1) for gastric cancer diagnosis. Exosomes 
were first labeled with MUC1-aptamers. Then the MUC1-
aptamer-exosome complexes were heated up to release 
MUC1-aptamers. A padlock probe partially complementary 
to MUC1-aptamer was added, and BRCA was started by 
adding the second primer. Finally, the amount of double-
stranded DNA products was detected by SYBR green I 
fluorescent dye and converted to the expression of exoso-
mal MUC1. This BRCA-based aptasensor detected higher 
exosomal MUC1 levels in plasma samples of gastric cancer 
patients (n = 10) compared to normal controls (n = 12). The 
LOD was 4.27 × 104 exosomes/mL and the linear range was 
from 105 to 109 exosomes/mL.

Yu et  al.35 utilized enzyme-powered DNA motors to 
amplify signals for the detection of exosomal CD63 in 
serum samples from breast cancer patients. Motor strands 
and FAM-labeled substrate strands were conjugated onto 
gold nanoparticles (GNP). CD63 aptamers were used as the 
locking strands to silence the motor strands. In the presence 
of exosomes, CD63 aptamers bound to exosomes and dis-
sociated from the GNP, and the motor strands were thus 
activated. The activated motor strands hybridized with sub-
strate strands, generating recognition sites that were recog-
nized by the nicking endonuclease. After the cleavage of 
substrate strands by the enzyme, FAM dyes were released to 
generate fluorescence signals. Each step of the motor strand 
released one FAM molecule. As the motor strands continued 
walking on the GNP track, more and more FAM dyes were 
released, realizing a signal amplification process. This assay 
had an LOD of 8.2 × 103 exosomes/mL and a linear range 
from 2 × 104 to 2 × 109 particles/mL. This assay detected 
higher exosomal CD63 levels in serum samples from breast 
cancer patients (n = 10) than normal controls (n = 10).

Gao et al.36 developed a dual signal amplification method 
to detect exosomal CD63 from HepG2 liver cancer cells. 
This dual signal amplification was realized by coupling 
a catalytic hairpin DNA cascade reaction (HDCR) with a 
DNA dendrimer assembly strategy. In this assay, magnetic 
beads were conjugated with CD63 aptamers and DNA 
block probes (partially hybridized to CD63 aptamers). The 

capture of exosomes expressing CD63 released the DNA 
block probes, which hybridized with hairpin probes HP1 
on gold nanoparticles (AuNP). Hairpin probes HP2 were 
then added to replace the DNA block probes and initiate the 
HDCR to achieve the first signal amplification. Part of the 
HP1 sequence was designed to be complimentary to fluo-
rescent, sticky-ended and Y-shaped DNAs, and therefore, 
HP1 probes also served as an anchor for the self-assembly of 
Y-shaped DNAs to form DNA dendrimers on AuNP, which 
provided the second signal amplification. The AuNP-HP1-
HP2-dendrimer complexes were collected and the fluores-
cence intensity was measured to quantify the expression of 
exosomal CD63. This assay detected CD63 in HepG2 cell-
derived exosomes with an LOD of 1.16 × 106 exosomes/mL 
and a linear range from 1.75 × 106 to 7 × 109 exosomes/mL.

Nanostructured materials were employed in microfluidic 
devices to improve the interaction between exosomes and 
capture probes and thus achieve better sensing perfor-
mances. Zhang et al.37 developed a nano-interfaced micro-
fluidic exosome (nano-IMEX) biosensor for ovarian cancer 
diagnosis. Y-shaped polydimethylsiloxane (PDMS) micropo-
sts were bonded to a glass substrate to prepare the microflu-
idic device. Then graphene oxide (GO) and polydopamine 
(PDA) solutions were sequentially flowed through the 
microfluidic device to create a nanostructured coating on the 
glass and PDMS surfaces. Antibodies were immobilized onto 
the surface for immuno-capture of exosomes. The expression 
of exosomal protein targets was measured by fluorogenic 
ELISA. The LOD of the nano-IMEX biosensor was ~5 × 104 
exosomes/mL with a 4-log dynamic range. The sensitiv-
ity of the nano-IMEX biosensor was 1000-fold higher than 
that of conventional ELISA. Using exosomal CD9, CD81, 
and EpCAM as biomarkers, the nano-IMEX biosensor suc-
cessfully distinguished ovarian cancer patients (n = 7) from 
healthy controls (n = 5).

Zhang et al.38 developed a 3D-nanopatterned herringbone 
(nano-HB) microfluidic device for ovarian cancer diagnosis. 
A multiscale integration by designed self-assembly (MINDS) 
approach was used to create herringbone structures using 
960 nm silica colloids in the microfluidic device (Figure 7). 
The porous structures assisted in draining the boundary 
fluid, reducing near-surface hydrodynamic resistance and 
thus increasing interaction between exosomes and the sur-
face. The porous structures also offered a large surface area 
for antibody immobilization, which enhanced the exosome 
capture efficiency. The expression of exosomal proteins 

Figure 7.  Sensing mechanism of a 3D-nanopatterned herringbone (nano-HB) microfluidic device. (a) Schematic of the 3D-nano-HB microfluidic device. Porous 
herringbone structures offered large surface area for antibody immobilization to enhance exosome capture efficiency. The expression of exosomal proteins was 
quantified by fluorogenic ELISA. (b) A nano-HB device fabricated with 960 nm silica colloids. (Reprinted from Zhang et al.38 ©2019 Nature America, Inc.) (A color 
version of this figure is available in the online journal.)
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was quantified by fluorogenic ELISA. The nano-HB assay 
detected significantly higher levels of exosomal CD24, 
EpCAM and FRα in plasma samples from ovarian cancer 
patients (n = 20) than normal controls (n = 10), suggesting its 
potential utility in ovarian cancer diagnosis. The nano-HB 
assay had an LOD of 104 exosomes/mL and a linear range 
of 105–109 exosomes/mL.

Colorimetric biosensors for exosomal protein 
detection

A colorimetric aptasensor was developed to quantify exo-
somal CD63 through the use of single-walled carbon nano-
tubes (SWCNTs) combined with CD63 aptamers.39 As shown 
in Figure 8, CD63 aptamers were absorbed on the surface 
of SWCNTs and helped improve the peroxidase activity of 
SWCNTs, which can then catalyze the oxidation of 3,3′, 5,5′- 
tetramethylbenzidine (TMB) in the presence of H2O2 and 
ultimately change the solution from colorless to blue. When 
exosomes were present, CD63 aptamers were bound with 

exosomes and desorbed from SWCNTs. This process trans-
formed the SWCNTs into their original state, thus decreasing 
catalytic activity as well as the overall color change of the 
solution from deep blue to moderate blue. This color change 
was quantified by UV-visible spectrometry and converted 
to exosomal CD63 expression. The LOD of this colorimetric 
aptasensor was 5.2 × 108 exosomes/mL (10-fold higher than 
ELISA), and the linear range was approximately between 
1.84 × 109 and 2.21 × 1010exosomes/mL. The colorimetric 
aptasensor involved a simplified experimental process, 
avoided the use of labeling to detect the exosomal proteins, 
and thus provided a user-friendly and low-cost assay in 
resource-limited settings.

Electrical/electrochemical-based biosensors for 
exosomal protein detection

Electrochemical aptasensors were developed to employ 
aptamers for exosome detection. Wang et al.40 designed a 
portable DNA nanotetrahedron (NTH)-assisted aptasensor 

Figure 8.  Sensing mechanism of the colorimetric aptasensor for exosomal CD63 detection. CD63 aptamers absorbed on SWCNTs improved the peroxidase activity 
of SWCNTs, which catalyzed the oxidation of 3,3′,5,5′- tetramethylbenzidine (TMB) in the presence of H2O2 and changed the solution from colorless to deep blue. In 
the presence of exosomes, CD63 aptamers bound to exosomes and were released from the surface of SWCNTs. This process transformed the SWCNTs into their 
original state, decreased catalytic activity, and changed the color of the solution from deep blue to moderate blue. (Reprinted from Xia et al.39 ©2017 Elsevier B.V.)  
(A color version of this figure is available in the online journal.)
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to detect HepG2 hepatocarcinoma cell-derived exosomes. 
DNA NTH containing LZH8 aptamers was attached to 
the surface of gold electrodes. The capture of exosomes 
induced a significant decrease in current signals from the 
ferricyanide−ferrocyanide redox couple. The DNA NTH 
precisely controlled the spatial orientation of the LZH8 
aptamers on the electrode surface, allowing sensitive exo-
some detection with an LOD of 2.09 × 104 exosomes/mL 
and a linear range of 105–1012 exosomes/mL. Dong et al.41 
developed an aptasensor with signal amplification capa-
bility for sensitive detection of exosomal prostate-specific 
membrane antigen (PSMA). On magnetic beads, PSMA 
aptamer-messenger DNA (mDNA) complexes were conju-
gated. When PSMA aptamers captured exosomes, mDNAs 
were released. Magnetic separation was then performed to 
separate exosomes from mDNAs. The amount of released 
mDNAs, which was correlated with the expression of exoso-
mal PSMA, was measured using an electrochemical method. 
Briefly, mDNAs hybridized with DNA probes on a gold sur-
face. Then the Exo III enzyme was added to initiate cyclic 
enzymatic amplification of electrochemical signals, allowing 
the sensitive detection of the levels of mDNAs. With LNCaP 
cell-derived exosomes, this aptasensor showed an LOD of 
7 × 104 exosomes/mL and a linear range of 106–1.2 × 108 
exosomes/mL.

Field effect transistor (FET) biosensors as a label free 
sensing approach have been developed to quantify exoso-
mal protein expression. Yu et al.42 developed a reduced gra-
phene oxide (RGO)-based FET biosensor and demonstrated 
its potential application in prostate cancer diagnosis. The 
RGO FET biosensor was fabricated by sequentially deposit-
ing RGO, 1-Pyrenebutanoic acid succinimidylester (PASE) 
and CD63 antibodies on a SiO2/Si substrate. After exosomes 
were captured by CD63 antibodies, the negative charges of 
exosomes led to the left shift of the Dirac point, allowing the 
quantification of exosomal CD63 expression. The RGO FET 
biosensor had the LOD of 3.3 × 104 exosomes/mL and the 
linear range of 3.3 × 104–3.3 × 109 exosomes/mL. It detected 
significantly higher levels of exosomal CD63 in serum sam-
ples from prostate cancer patients (n = 6) than normal con-
trols (n = 8). A similar graphene FET biosensor was reported 
by Kwong Hong Tsang et al.43 to quantify CD63 expression 
in exosomes isolated from healthy donors’ plasma samples. 
The LOD of graphene FET biosensor was 0.1 μg/mL, cor-
responding to ~5 × 106 exosomes/mL.

Metal-organic frameworks (MOFs) have emerged as 
attractive nanomaterials in biosensing applications because 
of their unique properties, such as high surface area, high 
porosity, diverse surface functionalization, and biocompat-
ible. Cao et al.44 developed a ZIF-8-based electrochemical 
biosensor for breast cancer diagnosis (Figure 9). Magnetic 
beads conjugated with CD63 antibodies were first used to 
capture exosomes. Then PD-L1 antibodies modified capture 
probes were added to bind to exosomes expressing PD-L1. 
The capture probes then served as the primers to initiate 
hyperbranched rolling circle amplification, which lowered 
the pH and led to the disassembly of PV@HRP@ZIF-8 MOFs 
and the release of HRP enzyme. The HRP enzyme generated 
electrochemical signals which were converted to the expres-
sion of exosomal PD-L1. This ZIF-8-based electrochemical 

biosensor showed an LOD of 334 exosomes/mL and a lin-
ear range of 103–1010 exosomes/mL. It detected higher exo-
somal PD-L1 levels in exosomes from MDA-MB-231 and 
MCF-7 cells than those from L02 cells. The expression of 
exosomal PD-L1 was also higher in serum samples from 
breast cancer patients (n = 15) than normal controls (n = 6). 
Sun et al.45 developed an electrochemical biosensor using 
Zr-based MOFs, that is, UiO-66 to detect exosomal EGFR and 
EGFRvIII for glioblastoma diagnosis. Exosomes expressing 
EGFR or EGFRvIII were first captured by peptide ligands 
tethered to an Au electrode. Then UiO-66 loaded with meth-
ylene blue molecules (MB@UiO-66) was added to bind with 
exosomes through the formation of Zr-O-P bonds, which 
produced electrochemical signals for sensitive detection of 
exosomal EGFR and EGFRvIII. This Zr-MOF-based electro-
chemical biosensor had an LOD of 7.83 × 106 exosomes/mL 
and a linear range of 9.5 × 106–1.9 × 1010 exosomes/mL. It 
detected significantly higher levels of exosomal EGFR and 
EGFRvIII in serum samples from glioblastoma patients 
(n = 8) than normal controls (n = 8).

Plasmonics-based biosensors for exosomal 
protein detection

Im et al.46 developed a nanoplasmonic exosome (nPLEX) 
biosensor that consisted of arrays of periodic nanohole pat-
terns in the metal film (Figure 10). The surface of the nPLEX 
biosensor was modified with antibodies. The binding of exo-
somal proteins with antibodies induced the spectral shifts or 
intensity changes of the laser light, which were recorded and 
converted to the expression of exosomal proteins. The LOD 
of the nPLEX assay was ~3,000 exosomes, which was 104-fold 

Figure 9.  Schematic of detection of exosomal PD-L1 using a ZIF-8 MOF-
based electrochemical biosensor for breast cancer diagnosis. Magnetic beads 
conjugated with CD63 antibodies were first used to capture exosomes. Then 
PD-L1 antibodies modified capture probes were added to bind to exosomes 
expressing PD-L1. The capture probes then served as the primers to initiate 
hyperbranched rolling circle amplification, which lowered the pH and led to the 
disassembly of PV@HRP@ZIF-8 MOFs and the release of HRP enzyme. The 
HRP enzyme generated electrochemical signals which were correlated with 
the expression of exosomal PD-L1. (Reprinted with permission from Cao et al.44 
©2020 Elsevier B.V.) (A color version of this figure is available in the online 
journal.)
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higher than western blot and 102-fold higher than ELISA. 
By integrating in a multichannel microfluidic device, the 
nPLEX biosensor allowed multiplex detection of exosomal 
proteins. Using exosomal EpCAM and CD24 as the biomark-
ers, the nPLEX biosensor not only distinguished ovarian 
cancer patients (n = 20) from non-cancerous cirrhosis controls 
(n = 10) with 97% accuracy, but also predicted the responses 
to chemotherapy, demonstrating its potential application in 
ovarian cancer diagnosis and treatment response evaluation.

The nanofabrication of nanoplasmonic devices is an 
expensive and low-throughput process. To address these 
challenges, Wu et  al.9 developed an exosome-templated 
nanoplasmonic assay termed the templated plasmonics for 
exosomes (TPEX) assay, which did not require the fabrication 
of nanoplasmonic devices. In the TPEX assay, exosomes were 
first labeled with fluorescent dye A647 modified aptamers 
that target exosomal protein biomarkers. Then the exosomes 
were labeled with gold nanoparticles, which served as the 
seeds for in situ growth of gold nanoshells on the outside 
of exosomes in the presence of gold salt. The exosome-tem-
plated gold nanoshells showed a red shift of the plasmonic 
resonance peak from 540 nm to 750 nm, which effectively 
quenched the fluorescent signals of the A647 aptamers and 
allowed the detection of exosomal proteins. To enable the 
point-of-care testing, the TPEX assay was integrated into 
a microfluidic device and the fluorescence signals were 

detected by a smartphone-based optical detector. The TPEX 
assay only required 1 μL sample and 15 min to complete. It 
had an LOD of 1500 exosomes and a linear range of 105–107 
exosomes/mL. The sensitivity of the TPEX assay was >1000-
fold higher than ELISA. The clinical utility of the TPEX assay 
was demonstrated in detecting exosomal CD63, CD24, 
EpCAM, and MUC1 in ascites from colorectal cancer patients 
(n = 12) and gastric cancer patients (n = 8). The combination of 
all four exosomal biomarkers provided an accuracy of 97% 
in predicting both the clinical outcome and patient survival.

SERS-based biosensors for exosomal protein 
detection

SERS immunoassays have been developed for exosomal 
protein characterization. Zong et al.47 first conjugated CD63 
antibodies on the surface of silica-coated magnetic nano-
beads. Then, SERS nanoprobes were prepared by coating 
Au@Ag nanorods with SERS reporters (DTNB, 5,5′-dithiobis 
(2-nitrobenzoic acid)), silica shells, and HER2 antibodies. 
When exosomes were present, the SERS probe-exosome-
magnetic nanobead immunocomplexes were formed. After 
magnetic separation, SERS was used to analyze the expres-
sion of exosomal HER2. This assay detected a 3.8-fold higher 
signal from exosomes derived from SKBR3 breast cancer 
cells than those from MRC5 normal lung fibroblasts. The 

Figure 10.  Design and sensing mechanism of nPLEX biosensor. (a) An SEM image of periodic nanoholes in the nPLEX biosensor. (b) An SEM image of exosomes 
captured by antibodies modified on the surface of the nPLEX biosensor. (c) Representative responses (transmission spectra shifts and intensity increases) to the 
binding of PEG, antibody, and exosomes on the nPLEX biochip. (d) A picture of nPLEX biochip integrated with a multichannel microfluidic cell. (Reprinted from Im 
et al.46 ©2014 Nature America, Inc.) (A color version of this figure is available in the online journal.)
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LOD of this assay was ~1200 exosomes. Pang et al.48 first 
enriched the exosomes with Fe3O4@TiO2 nanoparticles and 
then used PD-L1 antibody–labeled SERS nanoprobes (Au@
Ag@Mercaptobenzoic acid [MBA]) to quantify the expres-
sion of exosomal PD-L1. The LOD of this assay was 1000 
exosomes/mL. Significantly higher levels of exosomal 
PD-L1 were observed in serum samples from lung cancer 
patients (n = 17) than normal controls (n = 12).

Multiplex and high-throughput SERS assays were devel-
oped to improve sensing efficiency. Zhang et al.49 developed a 
multiplexes SERS assay. GPC1 antibodies, EpCAM antibod-
ies and CD44V6 antibodies were conjugated on three SERS 
nanoprobes (Au@DTNB, Au@MBA and Au@TFMBA(2, 
3,5,6-Tetrafluoro-4-mecaptobenzonic acid)). After the labe-
ling of exosomes with three SERS nanoprobes, magnetic 
beads modified with CD63 antibodies were added to isolate 
exosomes for SERS characterization. The multiplex sensing 
capability was demonstrated by the simultaneous detection 
of GPC1, EpCAM and CD44V6 in exosomes from Panc-1 
pancreatic cancer cells, SW480 colorectal cancer cells and 
C3 bladder cancer cells. This assay had an LOD of 2.3 × 106 
exosomes/mL. Kwizera et al.50 developed an antibody micro-
array-based, high throughput SERS assay. A 17 × 5 antibody 
microarray was fabricated on a gold-coated glass slide. 
Exosomes were applied to allow the antibodies to capture 
exosomes expressing target proteins. Then gold nanorods 
coated with cetyltrimethylammonium bromide (CTAB) and 
Raman reporter QSY21 were added to bind with exosomes 
through electrostatic interaction between positively charged 
gold nanorods and negatively charged exosomes. SERS sig-
nals were detected to quantify the expression of exosomal 
proteins. This high throughput assay analyzed more than 
80 exosome samples on a single device within 2 h with an 
LOD of 2 × 106 exosomes/mL. Exosomal HER2, EpCAM, 
CD44, CD81, CD63, and CD9 were detected in plasma sam-
ples from breast cancer patients (n = 10) and normal controls 
(n = 5). Among these markers, exosomal HER2 and EpCAM 
detected breast cancer with 100% accuracy.

SERS aptasensors have been developed to use aptamers to 
replace antibodies in SERS immunoassay. Fan et al.10 reported 
an SERS-EpCAM aptasensor to detect exosomal EpCAM 
for lung cancer diagnosis. In this assay, EpCAM aptamers 
were first used to capture exosomes expressing EpCAM. 
Polylysine-based SERS reporters were then attached to the 
EpCAM aptamer-exosome complexes through click reac-
tion. Finally, gold nanostars were added to serve as SERS 
substrates for detection. By controlling the length of polyly-
sine, the number of SERS reporters could be adjusted, ena-
bling programmable signal amplification. With optimized 
polylysine length, the LOD of this aptasensor was 2.4 × 103 
exosomes/mL, which was >500-fold higher than that of 
ELISA (1.3 × 106 exosomes/mL). Significantly higher exo-
somal EpCAM expression was observed in plasma samples 
from lung cancer patients (n = 3) than normal controls (n = 3). 
Zhu et al.51 developed a SERS aptasensor based on a hydro-
phobic assembled nanoacorn (HANA) platform. As shown 
in Figure 11, a thin gold film was first deposited on polysty-
rene nanosphere arrays to serve as the hydrophobic plas-
monic substrate. Then ultrathin, hydrophilic sensing patches 

were generated by layer-by-layer assembly of polyacrylic 
acid/Rhodamine 6G, poly(allylamine hydrochloride) and 
aptamers onto the surfaces of the plasmonic substrate. SERS 
nanoprobes (i.e. Au@Ag nanocubes) were then added for 
exosomal protein detection. In the absence of exosomes, the 
negatively charged Au@Ag nanocubes were not able to bind 
to the sensing patches because of strong electrical repulsion. 
In the presence of exosomes, aptamers bound with exosomes 
and dissociated from the plasmonic substrate, which allowed 
the assembly of Au@Ag nanocubes on the sensing patches, 
forming a nanoparticle-on-mirror (NPoM) array. This NPoM 
array greatly enhanced the SERS signals of Rhodamine 6G, 
enabling sensitive detection of exosomal proteins. The LOD 
of the HANA assay was 50 exosomes/mL. Using exosomal 
CD63, EpCAM, and HER2 as the combined biomarkers, the 
HANA assay distinguished breast cancer patients (n = 7) 
from normal controls (n = 7) with 100% accuracy, demon-
strating its feasibility in breast cancer diagnosis.

Novel SERS probes were developed to improve sens-
ing performance. Zhang et al.52 prepared a new SERS probe 
by first mixing negatively charged triangular pyramid 
DNA (TP DNA) with positively charged gold nanoparti-
cles to prepare TP-AuNP complexes and then decorating 
the TP-AuNP complexes with DNTB for SERS sensing. 
The potential application of the TP-AuNP-DNTB probe 
was demonstrated in detecting exosomal EpCAM for 
breast cancer diagnosis. Magnetic beads were conjugated 
with EpCAM aptamers to capture exosomes expressing 
EpCAM. The TP-AuNP-DNTB probes were conjugated 
with cholesterol modified linker DNA to allow binding with 
exosomes through the hydrophobic interaction between 
cholesterol and the exosome lipid membrane. The mag-
netic bead-exosome-TP-AuNP-DNTB complexes generated 
strong SERS signals for quantitative detection of exosomal 
EpCAM. This TP-AuNP-DNTB based SERS aptasensor had 
an LOD of 1.1 × 105 exosomes/mL and a linear range of 
106–1010 exosomes/mL. This assay detected significantly 
higher expression of exosomal EpCAM in plasma samples 
of breast cancer patients (n = 3) than normal controls (n = 3). 
Ning et al.53 reported unique bimetallic SERS probes, that is, 
gold-silver-silver core-shell-shell nanotrepangs (GSSNTs) 
encoded with three Raman dyes (2-Mpy, 4-ATP or NTP) 
for multiplex detection of exosomal proteins. GSSNTs were 
conjugated with linker DNAs partially complementary to 
PSMA, HER2 and AFP aptamers. The GSSNTs were then 
mixed with magnetic beads modified with PSMA, HER2 
and AFP aptamers to form GSSNT-magnetic bead com-
plexes. When exosomes were added, exosomes were cap-
tured by the aptamers, which caused the release of GSSNT 
probes from magnetic beads and thus the attenuation of 
SERS signals. The SERS signal reduction was correlated 
with the expression of exosomal proteins. The LOD of this 
assay was 2.6 × 104, 7.2 × 104 and 3.5 × 104 exosomes/mL 
for detecting exosomal PSMA, HER2, and AFP from LNCaP 
prostate cancer cells, SKBR3 breast cancer cells, and HepG2 
liver cancer cells, respectively. This assay also detected 
exosomal PSMA, HER2, and AFP in serum samples from 
patients with prostate cancer (n = 1), breast cancer (n = 1), 
and hepatocellular carcinoma (n = 1).



Hsu and Wu    Recent advances in nanotechnology-enabled biosensors    2169

ICP-MS and photothermal-based biosensors for 
exosomal protein detection

Zhang et al.54 developed an ICP-MS and photothermal dual-
readout assay to detect exosomal GPC1 for pancreatic can-
cer diagnosis (Figure 12). Magnetic beads conjugated with 
CD63 antibodies were first used to capture exosomes. Then 
exosomes expressing GPC1 were labeled by GPC1 antibod-
ies conjugated with alkaline phosphatase (ALP). l-ascorbic 
acid 2-phosphate (AAP) and Fe3O4@MnO2 nanoflowers 
were added to initiate the hydrolysis of AAP by ALP and 
the etching of Fe3O4@MnO2 nanoflowers to release Mn2+. 
After magnetic separation, the level of Mn2+ in the super-
natant was quantified by ICP-MS. The reduced Fe3O4@
MnO2 nanoflowers were reacted with dopamine to generate 
polydopamine nanoparticles, which were irradiated by a 
near-infrared laser to generate photothermal signals. The 
readouts from ICP-MS and photothermal analyses were 
converted to the expression of exosomal GPC1. The LOD 
of ICP-MS assay was 19.1 exosomes/mL and the linear 
range was 45–4.5 × 106 exosomes/mL. The photothermal 
assay was less sensitive than the ICP-MS assay, with a linear 

range of 2.5 × 108–4.5 × 109 exosomes/mL. The ICP-MS assay 
detected significantly higher levels of exosomal GPC1 in 
serum samples from pancreatic cancer patients (n = 9) than 
normal controls (n = 6). However, the photothermal assay 
was only able to distinguish normal controls from patients 
with high exosomal GPC1 expression but not those with low 
exosomal GPC1 expression, suggesting that the photother-
mal assay may serve as a pre-screening tool.

Conclusions and perspectives

Exosomes, the intercellular messengers released by cells, 
stably exist in all types of body fluids in large quantities. 
They transport various cargoes, including DNAs, RNAs, 
proteins, and lipids, between cells for intercellular commu-
nication. Exosomes play important roles in cancer growth, 
angiogenesis, immune modulation, metastasis, and drug 
resistance, and therefore, they represent a new class of circu-
lating biomarker for cancer screening, diagnosis, treatment 
response monitoring, and prognosis. Current characteriza-
tion techniques, such as ELISA and qRT-PCR, are limited by 

Figure 11.  Sensing mechanism of SERS aptasensor based on a hydrophobic assembled nanoacorn (HANA) platform. The HANA platform was prepared by 
depositing a thin gold film on polystyrene nanosphere arrays, followed by layer-by-layer assembly of polyacrylic acid (PAA)/Rhodamine 6G (R6G), poly(allylamine 
hydrochloride) (PAH) and aptamers onto the surfaces of the plasmonic substrate to form ultrathin, hydrophilic sensing patches. SERS nanoprobes (Au@Ag 
nanocubes) were then added for exosomal protein detection. In the absence of exosomes, the negatively charged Au@Ag nanocubes were not able to bind on the 
sensing patches because of strong electrical repulsion. In the presence of exosomes, aptamers bound with exosomes and dissociated from the plasmonic substrate, 
which allowed the assembly of Au@Ag nanocubes on the sensing patches, forming a nanoparticle-on-mirror (NPoM) array. This NPoM array greatly enhanced SERS 
signals of Rhodamine 6G, enabling sensitive detection of exosomal proteins. (Reprinted from Zhu et al.51 ©2020 American Chemical Society.) (A color version of this 
figure is available in the online journal.)
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low sensitivity and tedious and time-consuming procedures, 
and thus they are not suitable for clinical settings, especially 
for point-of-care testing. Many biosensors have been devel-
oped recently to offer highly sensitive, simple, fast, and high-
throughput analysis of exosomes. Although still in an early 
stage, emerging evidence has shown the potential applica-
tions of these biosensors in cancer diagnosis.

In the future, continuous development and improvement 
are still required to develop exosome-based biosensors 
into robust liquid biopsy tests for cancer. First, the detec-
tion sensitivity, specificity, and reproducibility of the bio-
sensors need to be further improved to be able to handle 
complex biological samples, such as blood, urine, ascites 
fluids, and saliva. Many other components in the biologi-
cal samples, such as cells, proteins, nucleic acids and lipids, 
may introduce significant interference to the exosome detec-
tion. The biosensors should be able to selectively capture 
tumor-derived exosomes from the samples and offer accurate 
measurements of exosomal biomarkers. Second, the diagnos-
tic values of these biosensors need to be validated in large 
cohorts of patients to evaluate their reliability and justify 
their clinical utility. Currently, potential applications of many 
biosensors in cancer diagnosis are only demonstrated using 
small numbers of patients. Large scale validations with con-
sideration of patient characteristics, such as age, gender, race, 
cancer stages, and subtypes, are urgently needed. Finally, the 
biosensors should embrace user-friendly and cost-effective 
designs to promote clinical translation and facilitate the com-
mercialization. Many biosensors require costly fabrication 
processes, expensive supporting equipment, and intensive 

user training, which may greatly limit their adaptability to 
clinical settings. Biosensors that provide accurate, simple, 
fast, and cheap detection of exosomes are desired.

In summary, exosome-based, nanotechnology-enabled 
biosensors are exciting liquid biopsy tests that may be used 
as complementary or companion tests in cancer screening, 
diagnosis, and prognosis. They may also assist in person-
alized medical decision-making and monitoring treatment 
responses. Although the development of exosome-based 
biosensors is still in a very early stage, rapid and significant  
progress made in recent years has indicated their great 
potential and promising future in cancer care.
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Figure 12.  Sensing mechanism of ICP-MS and photothermal dual-readout assay for the detection of exosomal GPC1 for pancreatic cancer diagnosis. Magnetic 
beads modified with CD63 antibodies captured exosomes. Then exosomes expressing GPC1 were labeled by GPC1 antibodies conjugated with alkaline phosphatase 
(ALP). l-ascorbic acid 2-phosphate (AAP) and Fe3O4@MnO2 nanoflowers were added to initiate the hydrolysis of AAP by ALP and the etching of Fe3O4@MnO2 
nanoflowers to release Mn2+. After magnetic separation, the level of Mn2+ in supernatant was quantified by ICP-MS. The reduced Fe3O4@MnO2 nanoflowers were 
reacted with dopamine to generate polydopamine nanoparticles, which were irradiated by a near-infrared laser to generate photothermal signals. (Reprinted from 
Zhang et al.54 ©2021 American Chemical Society.) (A color version of this figure is available in the online journal.)
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